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1
Decision/action requested

This contribution proposes a new solution for key management for UE-to-Network Relays and Remote UE’s.
2
References

 [1]
3GPP TR 33.847 "Study on Security Aspects of Enhancement for Proximity Based Services in 5GS".
3
Rationale

This contribution proposes a new solution for key manangement for UE-to-Network Relays and Remote UE’s.

4
Detailed proposal

It is proposed to add the new solution for key management in UE-to-Network Relays to the study in [1].
**** START OF CHANGES ****
6.Y
Solution #Y: Key management for UE-to-Network Relays and Remote UE’s 

6.Y.1
Introduction

This solution describes how an AF in the user plane provisions security keys to the Remote UE and the UE-to-network relay, to be used for PC5 communication over PC5 interface between a Remote UE and a UE-to-NW Relay. This solution addresses key issue#4.

The AF could be a new key management function for example similar to the PKMF (ProSe Key Management Function) defined for in TS 33.303 [6] which is accessed in the user plane. 

Editor’s note: This solution works when the UE is in 3GPP coverage. The use case when the Remote UE is out of coverage is FFS.

6.Y.2
Solution details

The Remote UE needs to retrieve the address to the AF(s) from the network when it wants to act as a Remote UE. 
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Figure 6.Y.2-1: Procedures for key management in ProSe UE-to-Network Relay

Step 1) The Remote UE gets authenticated and authorized by the network to act as a Remote UE. The Remote UE mutually authenticates with and registers in the 5GC. The network (e.g. PCF) provides the AF address to the Remote UE for the AF used for key management for PC5 communication in ProSe UE-to-Network Relay. The Remote AF could be e.g. a 5GDDNMF function or a new key management function similar to the PKMF (ProSe Key Management Function) defined for public safety in TS 33.303 [6]. The Remote UE establish a PDU session with the network.
Step 2) The Remote UE retrievs a discovery key for discovery of a UE-to-network relay from the network. The Remote UE sends a Key request message for discovery of a UE-to-network relay. The AF provides a Relay Discovery key together with a Relay Discovery key ID in the Key response message to the Remote UE.
These steps may take place together with steps 4 and 5.
Step 3) The Remote UE establishes a secure connection with the AF server. 
Step 4) The Remote UE sends a Key request message for PC5 communication with a UE-to-network relay to the AF.
Editor’s note: The parameters included in the Key request message by the Remote UE to the AF are FFS.
Step 5) The AF generates a PC5 communication key and provides the PC5 communication key and a PC5 communication key ID in the Key response message to the Remote UE to be used for PC5 communication with a UE-to-network relay. The AF could generate the PC5 communication key from the AKMA key KAF.
Editor’s note: The parameters included from the AF to the Remote UE are FFS.
Editor’s note: It’s FFS whether the PC5 communication key can be generated from the AKMA key KAF. 
Step 6) The UE-to-network relay gets authenticated and authorized by the network to act as a UE-to-network relay.
Step 7) The UE-to-network relay retrievs a discovery key for UE-to-network relay discovery from the network. The UE-to-network relay sends a Key request message and the network provides a Relay Discovery key together with a Relay Discovery key ID in the Key response message to the UE-to-network relay.
Editor’s note: For step 6) and step 7), if UE-to-network relay and the Remote UE support the same application they will connect to the same AF.  Different relays do not need to be connected to the same AF, it depends on the application. This needs to be further clarified in the solution. Also, it needs to be clarified how all the potential relay candidates get authorized.
Step 8) UE-to-network relay discovery is taken place on PC5 interface using either model A or model B discovery.

Step 9) When the The Remote UE and the UE-to-network relay discovery have discovered each other, the Remote UE sends a Direct Communication Request on PC5 interface. The Remote UE includes the PC5 communication key ID received from the AF together with a Relay Service Code. The PC5 communication key ID indicates the PC5 communication key which the Remote UE want to use to get relay connectivity. The Direct Communication Request contains the Relay Service Code that the Remote UE would like to access. The Remote UE generates a freshness parameter Nonce-1. The Remote UE calculates a message authentication code (MAC-PC5comm) over the included ProSe parameters using the PC5 communication key and the Nonce-1 and includes the message authentication code (MAC-PC5comm) in the Direct Communication Request.
Editor’s note: The parameters included in Direct Communication Request from Remote UE to UE-to-network relay are FFS.
Step 10) The Remote UE establishes a secure connection with the AF server. 
Step 11) The UE-to-network relay sends a Key request message for PC5 communication with a Remote UE to the AF. 
Editor’s note: The parameters included from UE-to-network relay to AF are FFS.
Step 12) The AF authenticates and authorize the Remote UE by verifying the message authentication code (MAC-PC5comm) using the PC5 communication key identified by the PC5 communication key ID and the Nonce-1. The AF checks the context of the Remote UE to confirm whether it can connect to the network via the selected ProSe UE-to-network Relay for the given Relay Service Code.
Step 13) If the AF confirms the Remote UE can connect to the network via the selected ProSe UE-to- network Relay, the AF generates a new freshness parameter (i.e. K-COMM freshness parameter). The AF generates a new key K-COMM from at least the PC5 communication key, Relay Service Code and a new freshness parameter (i.e. K-COMM freshness parameter).
Editor’s note: The generation of the K-COMM key is FFS.
Step 14) The AF sends the K-COMM key and the freshness parameter (K-COMM freshness) to the UE-to-network relay in the Key response message. 

Editor’s note: The parameters included from AF to UE-to-network relay in the Key response message are FFS.
Step 15) Using the supplied K-COMM to protect the Direct Security Mode Command message, the UE-to-network relay sends a Direct Security Mode Command message to the Remote UE. This message contains the K-COMM freshness. The UE-to-network relay generates a Nonce-2 and calculates a MAC-COMM over the included ProSe parameters using the K-COMM key and includes the MAC-COMM and Nonce-2 in the Direct Security Mode Command message.

Editor’s note: The parameters included from the UE-to-network relay to the Remote UE are FFS.
Step 16) The Remote UE derives K-COMM key in the same way as the AF in step 13. 
Editor’s note: The generation of the K-COMM key is FFS.
Step 17-18) The Remote UE processes the Direct Security Mode Command by verifying the MAC-COMM using the generated K-COMM key and the Nonce-2. If this verification is successful, the Remote UE responds with a Direct Security Mode Complete message and the Remote UE and UE-to-network relay can start to exchange user data.
**** END OF CHANGES ****
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